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Notice Regarding Ransomware Incident at Consolidated Subsidiary 
 

We have confirmed that the server of our U.S. consolidated subsidiary, TAKEUCHI MFG. (U.S.), LTD. 

(hereinafter “TUS”), was accessed by an unauthorized third party, resulting in a ransomware incident. 

TUS, with the assistance of external experts, is investigating the scope of the impact and working on 

data recovery. It is expected to take some time to determine the full extent of the damage and identify 

the cause. 

We sincerely apologize for the concern and inconvenience this incident has caused to our customers and 

other stakeholders. 

 

1. Background 

TUS confirmed on Saturday, September 20, 2025 (local time) that it had suffered unauthorized 

access from an external party on Wednesday, September 17, 2025, which resulted in the encryption 

of certain files stored on its servers. 

2. Current Situation 

(1) Some files stored on TUS servers are currently inaccessible due to encryption. 

(2) A portion of the encrypted data was leaked by the group that carried out the unauthorized 

access. 

(3) Other than TUS, neither our company nor our group companies have suffered any 

ransomware damage at this time. 

(4) At this point, there is no impact on normal operations at our company or our group 

companies, including TUS. 

3. Future Measures 

TUS is working to recover encrypted data and implement information security measures to prevent 

further unauthorized access. We are taking appropriate information security measures as well. We 

will continue to work with external experts to restore affected areas as quickly as possible. 

4. Impact on Financial Results 

We do not expect this incident to have a significant impact on our group’s earnings forecast for the 

current fiscal year. If we determine that this incident will have a material impact on our 

performance, we will promptly disclose the information. 


